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LEGAL COMPLIANCE

As your business grows so does the amount of paperwork you need to retain. Legal requirements, and good practice, demand that you retain these files for many years before they can finally be consigned to the shredder.  As a result valuable office space can be allocated to storing all these files or they may be moved off-site to a storage company where the cost can be high and access costly and time consuming.

Technology has been developed to help companies manage and control their paper files through document scanning and electronic storage. More and more businesses are taking this step but some are still reluctant and wary to move towards scanning because they are unsure or unaware of the legal issues surrounding the process. 

BSI BIP0008:2004 ‘Code of Practice for Legal Admissibility and Evidential Weight of Information Stored Electronically’ is the current British Standard document relating to the creation, capture and retention of electronic and paper documents. It defines best practice by which a company may demonstrate at any time, in a manner acceptable to a court of law or regulatory body, that the contents of a specific data file created or existing within a computer system have not changed since the time of storage (i.e. when the file is frozen) and that where a data file contains a digitized image of the physical source document, the image is a true facsimile of that source document. The concern here is authentication of scanned images.
On-Site Scanning helps you comply with the code by automatically including the procedures and documents required by the British Standard.
The Standard is recognised by many regulatory and statutory bodies. Below are the main bodies that most businesses will need to deal with. If you have a regulatory body you have to comply with please let us know and we will investigate the legalities on your behalf. 

· HM Customs and Excise
· Inland Revenue
· Law Society

· Financial Services Authority

What about the VAT Man?
The main requirement of HM Customs and Excise is that any documents stored electronically can be readily convertible into a reasonably legible form on request. They also insist that you inform them of the format you use for your records.

Section 5.4 of VAT Notice 700/21 reads as follows:

If you keep all or part of your records and accounts on a computer, you must make sure that you can meet your legal obligations to:

· Account for VAT properly

· Provide information to us whenever we visit you; and

· Keep records in the required detail for the required length of time.

In practical terms, a business should therefore advise their local VAT office that they wish to store scanned document copies of their records in ‘format X’ and that those records will be held within ‘document management System Y’

By also following the code (BIP0008:2004) in addition to the requirements of Customs and Excise, a company can take the best precautions to ensure that their records are acceptable for a VAT inspection.

Retention Period

The general requirement for keeping records is a period dating back at least 6 years. This time limit may have a degree of flexibility, however if a company uses electronic filing then the 6 year time scale is of little consequence.

One important requirement is that any original paper invoices must be retained for a period of no less than 1 VAT period. This period would depend on the nature of the company’s accounting pattern; this period is 1 month, 3 months or 1 year.
After the return and approval the company can then consign the record to electronic filing.

For further information please follow the link below:
http://customs.hmrc.gov.uk/channelsPortalWebApp/channelsPortalWebApp.portal?_nfpb=true&_pageLabel=pageVAT_InfoGuides&propertyType=document&id=HMCE_CL_001216
What about the Tax Man?
Very similar to the requirement of Customs and Excise.

Set out in Tax Bulletin 37, the revenue provides the following guidelines:

Records may be preserved on optical imaging systems, and the originals discarded, provided that what is retained in digital form represents a complete and unaltered image of the underlying paper document. We are now able to go further. Both in the case of companies and unincorporated businesses we can accept other methods which preserve the information in the records in a different form. This is so long as those methods capture all the information needed to demonstrate that a complete and correct tax return has been made and are capable of yielding up that information in a legible form.
It goes on to confirm that some material, such as company’s standard terms and conditions of sale, is not required to be retained for Tax purposes. However, exactly what material should be retained and what can be discarded should be checked with a Tax adviser as regulations differ across industries.

The Inland Revenue also makes the important acknowledgement that any company complying with the British Standard BSI BIP0008:2004 will automatically satisfy the Tax requirements for keeping electronic records.

For most companies the Inland Revenue requires that material be retained for 6 years from the end of an accounting period. In cases of investigations or late returns, then this period will extend accordingly.
For further information please follow the link below:
http://www.hmrc.gov.uk/bulletins/tb37.htm
Law Society

The Law society states that electronic document storage and the associated destruction of the original document is acceptable, but recommends that the authority of the owner is given for destruction of the document.
The evidential value of an electronically stored document is maintained as long as a certificate of destruction of the original can be provided and accurate identification of the copy made. This is in line with the code of practice that On-Site Scanning complies with.
For further information you can visit the Law Society web sites given below:
www.lawscot.org.uk
www.guide.lawsociety.org.uk
Financial Services Authority

The FSA Record Keeping Handbook, paragraph 13.1.2 states;

‘you can store records on computer disc so long as they are capable of being reproduced on paper’

All work carried out by On-Site Scanning adheres to this requirement.

For further information you can visit the FSA website given below;

www.fsa.gov.uk
Further to the highlighted bodies, Data Protection and the Freedom of Information (Scotland) Act should be noted as points of interest to companies.

Data Protection Act
Personal information for business use needs to comply with the rules of the Data Protection Act 1988, regardless of the ‘system’ of document management. A secure imaging system can help with compliance and reduce the opportunity for theft or accidental loss. It can also facilitate the execution of requests for such data.
For further information please follow the link below:
http://www.ico.gov.uk/what_we_cover/data_protection.aspx
Freedom of Information (Scotland) Act

The Freedom of Information (Scotland) Act came into force on 1st January 2005 and will ensure that any person requesting information from a public body will receive that information, subject to certain exemptions. The Act encourages, public authorities to be more open and accountable, and to organise their information in an efficient and accessible way.

For further information please follow the link below:
http://www.scotland.gov.uk/Topics/Government/FOI
The British Standard BSI BIP008:2004 is the most comprehensive information available to businesses about best practice to follow to ensure legal admissibility of information. As stated both the Revenue and Customs use the code as the pinnacle of their requirements.
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LEGAL DISCLAIMER


On-Site Scanning Ltd advise consultation with a legal expert before destroying any paper documents. Whilst this information is produced in good faith, and understood to be correct at time of publication, On-Site Scanning Ltd accept no legal responsibility for information accuracy, loss or legal action suffered by businesses relying on the advice or information contained.
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